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Splunk® App for Enterprise Security
Analytics Driven Security and Continuous Monitoring 
for Modern Threats

The Splunk App for Enterprise Security 

Whether deployed for continuous monitoring, incident response, a 
security operations center or for executives that need a window 
into business risk, the Splunk App for Enterprise Security (ES) 
gives you the flexibility to customize views to fit specific needs. 
Features in the Splunk App for Enterprise Security include “point 
and click” wire data capture, an easy-to-use threat intelligence 
framework, and self-modifying correlations and thresholds. 
Together, this functionality helps you monitor for known and 
unknown threats. Key out-of-the-box content includes:

Incident Review and Classification—included as part of a 
comprehensive incident review capability, classification allows 
for bulk event reassignment, changes in status and criticality 
classification, with all analyst activity available for auditing purposes

Reports and Security Metrics—leverage dozens of out-of-the-box 
reports, dashboards and metrics; any search result can be created 
as a graphic, dashboard or table to turn raw unstructured data 
into analytics; export raw data as a PDF or CSV 

Risk-Based Analysis—align security posture with the business 
by discovering relationships and applying a risk score to any 
data and transparently exposing the score’s contributing factors; 
quickly and easily assign any KSI/KPI to an event to produce a 
risk score using the Risk Framework 

Threat Intelligence Framework—help security analysts make 
better decisions and respond to incidents at a faster pace by 
supporting multiple sources of threat feeds including open 
source feeds in the form of flat files via an API service; a 
subscription-based feed in the form of TCP streaming; feeds 
from law enforcement or local environment in the form of 
manual download; and shared threat feeds in the form of STIX 
or OpenIOC document via TAXII protocol.

Addressing a Dynamic Threat Landscape

The modern enterprise requires security technologies that can 
adapt to a dynamic threat landscape, evolving adversary tactics, 
advanced threats and changing business demands. Addressing 
this new landscape requires security analysts to be agile in order 
to reduce time-to-threat-response and make business-centric 
decisions. To meet these new requirements, security teams need 
to have analytics capabilities, contextual incident response and 
be able to rapidly implement new threat detection techniques.

A major component of this dynamic threat landscape is that 
attackers have the time, expertise and resources to create attack 
scenarios that bypass detection by security point products and 
downstream security information and event management (SIEM) 
systems. Their actions are hidden in the terabytes of data 
generated through normal user activities. These persistent 
attackers have realized that many security teams can’t see these 
attacks due to organizational data silos, data collection issues, 
scalability challenges or a lack of analytics capabilities. 

Security teams can disrupt these attackers by applying risk context 
to any security-relevant data to analyze threat activity. When the 
analysis is enriched with threat intelligence feeds, analysts can 
identify previously unknown threats and enable proactive threat 
mitigation. Additional context can be added from other enterprise 
data sources (e.g., time management systems, HR databases, 
asset databases) to detect and understand insider threats, including 
fraud and intellectual property theft. The dynamic threat landscape 
requires security operations teams to look to analytics-driven 
security capabilities to align security posture with business risk.

Detecting advanced threats and deterring malicious insiders 
requires a risk-based approach to security that can only be facilitated 
by a big data security intelligence platform. This platform needs to 
ingest all machine data and diverse threat intelligence data, and 
then be able to correlate it with any machine data of the analyst’s 
choosing. These capabilities enable the security analyst to be 
creative, to leverage visualizations, and use statistical analytics to 
help find unknown threats.

Analytics-Driven Security Defined:
The process of discovering relationships across all security-
relevant data, including data from IT infrastructures, point 
security products and all machine-generated data to 
rapidly adapt to a changing threat landscape. 

Figure 1. ES Security Posture Dashboard
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Unified Search Editor—a user-friendly, consistent search creation 
experience—including guided searches—for key security indicator 
(KSI) or key performance indicator (KPI) correlation searches 
and identity and asset investigation visualizations (see Figure 1)

Statistical Analysis—pre-built dashboards help identify anomalies 
in event and protocol data using auto-configuring thresholds 
and baselines

Flexible Dashboards—create your own security portal based 
on your role in the organization’s view of what’s important (see 
Figure 2); organize and correlate multiple data sources visually in 
a single UI to find relationships and gain context 

With time-indexed collection of any data, no up-front normalization 
and the ability to apply a data schema at search time, barriers to 
collecting and viewing application and operations data for security 
event context are removed. The Splunk platform can collect any 
structured or unstructured data from IT systems, security systems, 
manufacturing systems or any source of machine data and view 
this data in the context of change management and physical access 
for security operations. Splunk Enterprise and the Splunk App for 
Enterprise Security provide a single, flexible and scalable security 
intelligence solution that extends beyond the limits of traditional 
SIEM technologies.

Splunk App for Enterprise Security Overview

Security Posture
Get a library of security posture widgets to place on any dashboard 
or easily create your own. See security events by location, host, 
source type, asset groupings and geography. KPIs provide real-time 
trending and monitoring of your security posture.

Incident Review and Investigation

The Splunk App for Enterprise Security supports drill down from 
graphical elements to raw data and wire data captures to understand 
all network communications. Unique workflow actions augment the 
security investigation process and allow the user to pivot on a 
single piece of common information or any other data to rapidly 
develop the threat context.

Access Protection
Simplify access control monitoring, exception analysis and audit 
processes for applications, operating systems and identity 
management systems across the enterprise. Satisfy compliance 
and forensics requirements to track highly privileged users and 
system access attempts on any business critical application. 

Endpoint Protection
Increase the effectiveness of endpoint security products such as 
Symantec™ Endpoint Protection, IBM® Proventia Desktop or McAfee® 
Endpoint Protection. Prioritize threats and view long term trends. 
Endpoint Protection includes searches, reports and a library of alerts 
for malware, rare activities, resource utilization and availability.

Network Protection 
Monitor and detect events from network and security devices 
across the enterprise. Discover anomalies in protocol data, 
firewalls, routers, DHCP, wireless access points, load balancers, 
intrusion detection sensors and data loss prevention devices. 
Leverage correlations, searches, reports and dashboards for 
monitoring and alerting on network activity. 

Asset Center/Identity Center
Understanding where assets are, who owns them, their criticality 
and who should be accessing critical information on systems helps 
prioritize security events and investigations. The app leverages 
Splunk’s ability to perform real-time ‘lookups’ of data stored in an 
asset database, active directory, spreadsheets or CSV files and use 
information as context for security events in reports and dashboards.

Risk Analysis
Identify the sources of risk in your environment, the magnitude, 
and the contributing factors to risk behavior. Use risk scores to 
hunt for discovering unusual activities.

Incident Review Audit
For governance, auditing and protection against tampering, 
the Splunk App for Enterprise Security provides reports on all 
Splunk user and system activities for a complete audit trail. The 
Splunk platform uses data signing to maintain chain-of-custody 
and detect any alterations to the original log and event data. 

Free Download
Download Splunk for free. You’ll get a Splunk Enterprise 6 
license for 60 days and you can index up to 500 megabytes 
of data per day. After 60 days, or anytime before then, 
you can convert to a perpetual Free license or purchase an 
Enterprise license by contacting sales@splunk.com.

Figure 2. ES Asset Investigator
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